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(57) In a fingerprint identification system, a finger- 
print sensor 104 of a registration apparatus 2 reads a 
fingerprint in a larger region, whereas a fingerprint sen- 
sor 30 of an identification apparatus 4, which is smaller 
in size, reads a fingerprint in a smaller region. When reg- 
istering a fingerprint, the fingerprint sensor 104 of the 
registration apparatus 2 reads a fingerprint, and a fin- 
gerprint registration circuit 14 generates binary image 
data based on the fingerprint which has been read. The 
binary image data is transferred to the identification ap- 
paratus 4 and stored in an image memory 1 6 of the iden- 
tification apparatus 4. When identifying a fingerprint, the 
Fingerprint sensor 30 of the identification apparatus 4 
reads a fingerprint, and a fingerprint identification circuit 
32 generates binary image data based on the fingerprint 
which has been read. Then, the binary image data is 
compared against the binary image data stored in the 
image memory 16. 
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Description 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

[0001] The present invention relates to a fingerprint 
identification system, apparatus, and method for read- 
ing a fingerprint from a human finger and comparing the 
fingerprint against a fingerprint which has been regis- 
tered in advance, for example, for the purpose of au- 
thentication. The present invention also relates to a bi- 
ometric identification apparatus for reading biometric in- 
formation relating to a feature of human body and com- 
paring the biometric information against biometric infor- 
mation which has been registered in advance, for ex- 
ample, for the purpose of authentication. 

2. Description of the Related Art 

[0002] In a system using electronic money, such as 
electronic commerce on the Internet, user authentica- 
tion is essential, and fingerprint identification techniques 
can be used as a means for that purpose. 
[0003] Fig. 15 is an external view of a conventional 
fingerprint identification apparatus which is used for 
such authentication. Referring to Fig. 15, a fingerprint 
sensor 104 is provided on a surface of a case of a fin- 
gerprint identification apparatus 102. A person who is to 
input his/her fingerprint places his/her finger on a read- 
ing unit 1 08 of the fingerprint sensor 104. Thus, the fin- 
gerprint sensor 104 reads the fingerprint, outputting an 
image signal representing the fingerprint. The finger- 
print identification apparatus 1 02 generates image data 
of the fingerprint based on the image signal, and ana- 
lyzes the image data to determine whether the finger- 
print which has been read is a particular fingerprint, i.e., 
whether the person who has input his/her fingerprint is 
a particular person who has already been registered. 
For example, a computer (not shown) is notified of the 
identification result via a cable 110, 
[0004] Recently, a semiconductor sensor has come 
to be used as the fingerprint sensor 104, in particular, 
of the type which detects variation in capacitance due 
to ridges and valleys of the f ingerprint of a finger placed 
on the fingerprint reading unit 108 (e.g., Japanese Un- 
examined Patent Application Publication No. 
2001-056204). 

[0005] With regard to methods of fingerprint identifi- 
cation, minutiae method which uses data relating to fea- 
ture points such as bifurcations and ridge endings of a 
fingerprint, pattern matching method which compares 
binarized image data, and a method which performs 
identification based on the cycle of ridges and valleys of 
a fingerprint have hitherto been known. 
[0006] Among them, pattern matching method uses a 
relatively simple algorithm, and is therefore suitable to 
implement a fingerprint identification circuit by an LSI 
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(large scale integration circuit), which is advantageous 
in reducing cost of the apparatus and improving 
processing speed. 

[0007] When a fingerprint is identified by pattern 
s matching (e.g., Japanese Unexamined Patent Applica- 
tion Publication No. 58-176781), grayscale image data 
of the fingerprint is first binarized. and then compared 
against template image data which has been stored in 
advance. 

10 [0008] Hitherto, in pattern matching method, assum- 
ing that features of a fingerprint exists mainly in the cen- 
tral portion thereof, template image data has usually 
been created and stored by extracting image data rep- 
resenting only the central portion of the fingerprint. At 

15 the time of identification, an image representing a larger 
region of a fingerprint which has been read by a finger- 
print sensor at the time of identification, shown in Fig. 
1 6A, is compared against the template image represent- 
ing a smaller region of a fingerprint, shown in Fig. 1 6B. 

20 [0009] The fingerprint sensor of the type which de- 
tects capacitance is relatively expensive. Furthermore, 
the fingerprint sensor has a large number of cells (ele- 
ments) for detecting capacitance, and thus is more ex- 
pensive as the size increases. Accordingly, it is effective 

25 to reduce cost of the fingerprint sensor, particularly to 
use a fingerprint sensor of a smaller size with a smaller 
number of elements, in order to reduce cost of the fin- 
gerprint identification apparatus. 
[0010] However, if a fingerprint sensor having a small- 

30 er number of elements and therefore having a smaller 
reading region is used, the region of a fingerprint which 
is read at the time of identification does not necessarily 
coincide with the region of a fingerprint which has been 
stored as a template, inhibiting fingerprint identification, 

35 and thus causing the inconvenience that a person who 
is to input his/her fingerprint is required to let his/her fin- 
ger be read many times. 

SUMMARY OF THE INVENTION 

40 

[001 1 ] Illustrative embodiments of the present inven- 
tion seek to provide a fingerprint 
identification system, a fingerprint identification appara- 
tus, and a fingerprint identification method in which a 
45 fingerprint sensor of a small size is used so as to achieve 
reduction in cost while maintaining performance of fin- 
gerprint identification . 

[0012] Furthermore, illustrative embodiment of the 
present invention seek to provide a biometric identifica- 

50 tJon apparatus in which a biometric sensor of a small 
size is used so as to achieve reduction in cost while 
maintaining performance of biometric identification. 
[001 3] To these ends, the present invention, in one as- 
pect thereof, provides a fingerprint identification system 

55 including a registration apparatus and an identification 
apparatus. The registration apparatus includes a first 
fingerprint sensor for reading a fingerprint in a first re- 
gion of a human finger to output an image signal repre- 
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senting an image of the fingerprint; a first image data 
generating unit for generating image data of the finger- 
print based on the image signal output from the first fin- 
gerprint sensor; and a data output unit for outputting the 
image data generated by the first image data generating 
unit. The identification apparatus includes a data input 
unit for receiving the image data output from the data 
output unit; a storage unit for storing the image data re- 
ceived by the data input unit; a second fingerprint sensor 
for reading a fingerprint in a second region of a human 
finger, which is smaller than the first region , to output an 
image signal representing an image of the fingerprint; a 
second image data generating unit for generating image 
data of the fingerprint based on the image signal output 
from the second fingerprint sensor; and an image iden- 
tification unit for comparing the image data generated 
by the second image data generating unit against the 
image data stored in the storage unit to determine 
whether the fingerprints represented by the respective 
image data coincide with each other. 
[001 41 According to the fingerprint identification sys- 
tem, when registering a fingerprint, a person who is to 
register his/her fingerprint places his/her finger on a fin- 
gerprint reading unit of the first fingerprint sensor of the 
registration apparatus. The first fingerprint sensor reads 
the fingerprint in the first region of the finger to output 
an image signal representing the fingerprint. The first 
image data generating unit generates image data of the 
fingerprint based on the image signal output from the 
first fingerprint sensor, and the data output unit outputs 
the image data generated by the first image data gen- 
erating unit. In the identification apparatus, the data in- 
put unit receives the image data output from the data 
output unit, and the image data is stored in the storage 
unit. 

[001 5] When identifying a fingerprint, a person who is 
to input his/her fingerprint places his/her finger on a fin- 
gerprint reading unit of the second fingerprint sensor of 
the identification apparatus. The second fingerprint sen- 
sor reads the fingerprint in the second region of the fin- 
ger to output an image signal representing the finger- 
print. The second image data generating unit generates 
image data of the fingerprint based on the image signal 
output from the second fingerprint sensor. The image 
identification unit compares the image data generated 
by the second image data generating unit against the 
image data stored in the storage unit to determine 
whether the fingerprints represented by the respective 
image data coincide with each other. 
[001 6] According to an embodiment of the fingerprint 
identification system, when registering a fingerprint, the 
fingerprint is read in a larger region (the first region) by 
the first fingerprint sensor of the registration apparatus 
to generate image data; whereas when identifying a fin- 
gerprint, the fingerprint is read in a smaller region (the 
second region) by the second fingerprint sensor of the 
identification apparatus to generate image data. The im- 
age identification unit compares the respective image 



data to determine whether the fingerprints coincide with 
each other. 

[0017] Thus, even though the reading region for the 
second fingerprint sensor is smaller and the image data 

s associated with the second fingerprint sensor only rep- 
resents the fingerprint in the smaller region, the image 
data associated with the first fingerprint sensor repre- 
sents the fingerprint in the larger region, so that accurate 
fingerprint identification is constantly achieved. 

w [0018] In addition, the second fingerprint sensor has 
a smaller reading region and thus can be implemented 
at a lower cost with a smaller number of elements, serv- 
ing to achieve reduction in cost of an identification ap- 
paratus. The cost reduction is extremely advantageous 

15 because an identification apparatus is usually owned by 
each user. Furthermore, since the second fingerprint 
sensor has a smaller reading region with a smaller 
number of elements, the fingerprint identification appa- 
ratus can be readily incorporated in various portable 

20 items, allowing fingerprint identification anytime when 
required. 

[0019] The present invention, in another aspect there- 
of , provides a fingerprint identification apparatus includ- 
ing a storage unit for storing image data representing 

25 an image of a fingerprint in a first region of a human 
finger; a fingerprint sensor for reading a fingerprint in a 
second region of a human finger, which is smaller than 
the first region, to output an image signal representing 
an image of the fingerprint; an image data generating 

30 unit for generating image data of the fingerprint based 
on the image signal output from the fingerprint sensor; 
and an image identification unitfor comparing the image 
data generated by the image data generating unit 
against the image data stored in the storage unit to de- 

35 termine whether the fingerprints represented by the re- 
spective image data coincide with each other. Further- 
more, an input unit for inputting fingerprint data in the 
first region to the f ingerprint identification apparatus may 
be provided. 

40 [0020] According to the fingerprint identification appa- 
ratus, when identifying a fingerprint, a person who is to 
input his/herf ingerprint places his/her finger on afinger- 
print reading unit of the fingerprint sensor of the identi- 
fication apparatus. The fingerprint sensor reads the fin- 

45 gerprint in the second region of the finger to output an 
image signal representing the fingerprint. The image da- 
ta generating unit generates image data of the finger- 
print based on the image signal output from the finger- 
print sensor. The image identification unit compares the 

so image data generated by the image data generating unit 
against the image data stored in the storage unit to de- 
termine whether the fingerprints represented by the re- 
spective image data coincide with each other. 
[0021] As described above, according to an embodi- 

55 ment of the fingerprint identification apparatus, when 
registering a fingerprint, the fingerprint is read in a larger 
region (the first region) by a fingerprint sensor of a reg- 
istration apparatus to generate image data; whereas 
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when identifying a fingerprint, the fingerprint is read in 
a smaller region (the second region) by the fingerprint 
sensor of the identification apparatus to generate image 
data. The image identification unit compares the respec- 
tive image data to determine whether the fingerprints co- 
incide with each other. 

[0022] Thus, even though the reading region for the 
fingerprint sensor of the identification apparatus is 
smaller and the image data associated with the finger- 
print sensor of the identification apparatus only repre- 
sents the fingerprint in the smaller region , the image da- 
ta associated with the fingerprint sensor of the registra- 
tion apparatus represents the fingerprint in the larger re- 
gion, so that accurate fingerprint identification is con- 
stantly achieved. 

[0023] I n addition , the fingerprint sensor of the identi- 
fication apparatus has a smaller reading region and thus 
can be implemented at a lower cost with a smaller 
number of elements, serving to achieve reduction in cost 
of an identification apparatus. The coat reduction is ex- 
tremely advantageous because an identification appa- 
ratus is usually owned by each user. Furthermore, since 
the fingerprint sensor of the identification apparatus has 
a smaller reading region with a smaller number of ele- 
ments, the fingerprint identification apparatus can be 
readily incorporated in various portable items, allowing 
fingerprint identification anytime when required. 
[0024] The present invention, in yet another aspect 
thereof, provides a fingerprint identification method in- 
cluding a registration apparatus controlling step and an 
identification apparatus controlling step. The registra- 
tion apparatus controlling step includes a first image sig- 
nal output step for reading a fingerprint in a first region 
of a human finger by a first fingerprint sensor to output 
an image signal representing an image of the fingerprint; 
a first image data generating step for generating image 
data of the fingerprint based on the image signal output 
in the first image signal output step; and a data output 
step for outputting the image data generated in the first 
image data generating step. The identification appara- 
tus controlling step includes a data input step for receiv- 
ing the image data output in the data output step; a stor- 
ing step for storing the image data received in the data 
input step in a storage unit; a second image signal out- 
put step for reading a fingerprint in a second region of 
a human finger, which is smaller than the first region, by 
a second fingerprint sensor to output an image signal 
representing an image of the fingerprint; a second im- 
age data generating step for generating image data of 
the fingerprint based on the image signal output in the 
second image signal output step; and an image identi- 
fication step for comparing the image data generated in 
the second image data generating step against the im- 
age data stored in the storage unit to determine whether 
the fingerprints represented by the respective image da- 
ta coincide with each other. 

[0025] Accordingtothefingerprint identification meth- 
od, when registering a fingerprint, a person who is to 



register his/her fingerprint places his/her finger on a fin- 
gerprint reading unit of the first fingerprint sensor of the 
registration apparatus. In the first image signal output 
step, the fingerprint in the first region of the finger is read 

5 to output an image signal representing the fingerprint. 
In the first image data generating step, image data of 
the fingerprint is generated based on the image signal 
output in the first image signal output step, and in the 
data output step, the image data generated in the first 

10 image data generating step is output. In the identifica- 
tion apparatus, the image data output in the data output 
step is received in the data input step, and in the storing 
step, the image data is stored in the storage unit. 
[0026] When identifying a fingerprint, a person who is 

is to input his/her fingerprint places his/her finger on a fin- 
gerprint reading unit of the second fingerprint sensor of 
the identification apparatus. In the second image signal 
output step, the fingerprint in the second region of the 
finger is read to output an image signal representing the 

20 fingerprint. In the second image data generating step, 
image data of the fingerprint is generated based on the 
image signal output in the second image signal output 
step. In the image identification step, the image data 
generated in the second image data generating step is 

25 compared against the image data stored in the storage 
unit to determine whether the fingerprints represented 
by the respective image data coincide with each other. 
[0027] As described above, according to an embodi- 
ment of the fingerprint identification method, when reg- 

30 istering a fingerprint, the fingerprint is read in a larger 
region (the first region) by the first fingerprint sensor of 
the registration apparatus to generate image data; 
whereas when identifying a fingerprint, the fingerprint is 
read in a smaller region (the second region) by the sec- 

35 ond fingerprint sensor of the identification apparatus to 
generate image data. The image identification unit com- 
pares the respective image data to determine whether 
the fingerprints coincide with each other. 
[0028] Thus, even though the reading region for the 

40 second fingerprint sensor is smaller and the image data 
associated with the second fingerprint sensor only rep- 
resents the fingerprint in the smaller region, the image 
data associated with the first fingerprint sensor repre- 
sents the fingerprint in the larger region, so that accurate 

45 fingerprint identification is constantly achieved. 

[0029] In addition, the second fingerprint sensor has 
a smaller reading region and thus can be implemented 
at a lower cost with a smaller number of elements, serv- 
ing to achieve reduction in cost of an identification ap- 

50 paratus. The cost reduction is extremely advantageous 
because an identification apparatus is usually owned by 
each user. Furthermore, since the second fingerprint 
sensor has a smaller reading region with a smaller 
number of elements, the fingerprint identification appa- 

55 ratus can be readily incorporated in various portable 
items, allowing fingerprint identification anytime when 
required. 

[0030] The present invention, in another aspect there- 
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of, provides a fingerprint identification method including 
a storing step for storing in a storage unit image data 
representing an image of a fingerprint in a first region of 
a human finger: an image signal output step for reading 
a fingerprint in a second region of a human finger, which 
is smaller than the first region, by a fingerprint sensor to 
output an image signal representing an image of the fin- 
gerprint; an image data generating step for generating 
image data of the fingerprint based on the image signal 
output in the image signal output step; and an image 
identification step for comparing the image data gener- 
ated in the image data generating step against the im- 
age data stored in the storage unit to determine whether 
the fingerprints represented by the respective image da- 
ta coincide with each other. 

[0031] The present invention, in still another aspect 
thereof, provides a biometric identification apparatus in- 
cluding a storage unit for storing image data represent- 
ing an image of biometric information in a first region of 
a human body; a biometric sensor for reading biometric 
information in a second region of a human body, which 
is smaller than the first region, to output an image signal 
representing an image of the biometric information; an 
image data generating unit for generating image data of 
the biometric information based on the image signal out- 
put from the biometric sensor; and an image identifica- 
tion unit for comparing the image data generated by the 
image data generating unit against the image data 
stored in the storage unit to determine whether the bio- 
metric information represented by the respective image 
data coincide with each other. Furthermore, an input unit 
for inputting biometric information data in the first region 
to the biometric identification apparatus may be provid- 
ed. 

[0032] According to the biometric identification appa- 
ratus, when identifying biometric information, a person 
who is to input his/her biometric information lets a bio- 
metric information reading unit of the biometric sensor 
of the identification apparatus read the biometric infor- 
mation. The second biometric sensor reads the biomet- 
ric information in the second region of the person to out- 
put an image signal representing the biometric informa- 
tion. The image data generating unit generates image 
data of the biometric information based on the image 
signal output from the biometric sensor. The image iden- 
tification unit compares the image data generated by the 
image data generating unit against the image data 
stored in the storage unit to determine whether the bio- 
metric information represented by the respective image 
data coincide with each other. 
[0033] As described above, according to an embodi- 
ment of the biometric identification apparatus, when reg- 
istering biometric information, the biometric information 
is read in a larger region (the first region) by a biometric 
sensor of a registration apparatus to generate image da- 
ta; whereas when identifying biometric information, the 
biometric information is read in a smaller region (the 
second region) by the biometric sensor of the identifica- 



tion apparatus to generate image data. The image iden- 
tification unit compares the image data associated with 
the biometric information which has been read in the 
smaller region (the second region) against the image 
5 data associated with the biometric information which 
has been read in the larger region (the first region), 
thereby determining whether the biometric information 
coincide with each other. 

[0034] Thus, even though the reading region for the 
10 biometric sensor of the identification apparatus is small- 
er and the image data associated with the biometric sen- 
sor of the identification apparatus only represents the 
biometric information in the smaller region, the image 
data associated with the biometric sensor of the regis- 
15 tration apparatus represents the biometric information 
in the larger region, so that accurate biometric identifi- 
cation is constantly achieved. 

[0035] in addition, the biometric sensor of the identi- 
fication apparatus has a smaller reading region and thus 

20 can be implemented at a lower cost with a smaller 
number of elements, serving to achieve reduction in cost 
of an identification apparatus. The cost reduction is ex- 
tremely advantageous because an identification appa- 
ratus is usually owned by each user. Furthermore, since 

25 the biometric sensor of the identification apparatus has 
a smaller reading region with a smaller number of ele- 
ments, the biometric identification apparatus can be 
readily incorporated in various portable items, allowing 
biometric identification anytime when required. 

30 [0036] The invention will now be described by way of 
example with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

35 Figs. 1 A and 1 B are block diagrams of a registration 
apparatus and an identification apparatus constitut- 
ing a fingerprint identification system according to 
a first embodiment of the present invention, respec- 
tively; 

*o Fig. 2 is a diagram showing the system configura- 
tion for fingerprint registration; 
Fig. 3 is a diagram showing the system configura- 
tion for fingerprint identification; 
Figs. 4A and 4B are illustrations showing examples 

45 of fingerprint images represented by binary image 
data generated in the system shown in Figs. 1 A and 
1B; 

Fig. 5 is a flowchart of a fingerprint registration op- 
eration according to the first embodiment; 

50 Fig. 6 is a flowchart of a fingerprint identification op- 
eration according to the first embodiment; 
Fig. 7 is a diagram showing the configuration of an 
example of a smart card (IC card) system using a 
smart card (IC card) incorporating a fingerprint sen- 

55 son 

Fig. 8 is a flowchart of a fingerprint identification op- 
eration according to a second embodiment; 
Fig. 9 is an illustration of images represented by bi- 
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nary image data stored in an image memory; 
Fig. 10 is a block diagram showing the construction 
of an identification apparatus according to a third 
embodiment; 

Figs. 1 1 A is an external view of the identification ap- 
paratus according to the third embodiment, and Fig. 
11 B is an external view thereof with a fingerprint 
sensor exposed; 

Fig. 12 is an illustration showing the configuration 
of a fingerprint identification system according to 
the third embodiment; 

Fig. 1 3 is a flowchart of a fingerprint registration op- 
eration according to the third embodiment; 
Fig. 14 is a flowchart of a fingerprint identification 
operation according to the third embodiment; 
Fig. 1 5 is an external view of an example of conven- 
tional fingerprint identification apparatus; and 
Figs. 16A and 1 6B are illustrations showing exam- 
ples of fingerprint images represented by binary im- 
age data generated in the conventional fingerprint 
identification apparatus. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0037] Preferred embodiments of fingerprint identifi- 
cation system, fingerprint identification method and 
identification apparatus, and biometric identification ap- 
paratus will now be described with reference to the ac- 
companying drawings. 

[0038] Figs. 1 A and 1 B are block diagrams of a reg- 
istration apparatus and an identification apparatus con- 
stituting a fingerprint identification system according to 
a first embodiment of the present invention, respective- 
ly. Fig. 2 is a diagram showing the system configuration 
for fingerprint registration, and Fig. 3 is a diagram show- 
ing the system configuration for fingerprint identification. 
[0039] The fingerprint identification system according 
to the first embodiment includes a registration apparatus 
2 and an identification apparatus 4 shown in Figs. 1A 
and 1B. 

[0040] The registration apparatus 2 has a fingerprint 
sensor 1 04 disposed on a surface of a case 6, as shown 
in Fig. 2. The fingerprint sensor 104 is implemented by 
a semiconductor sensor which detects variation in ca- 
pacitance due to ridges and valleys of a fingerprint when 
a finger 8 is placed on a fingerprint reading unit 1 08 and 
which outputs an electric image signal representing the 
fingerprint. The fingerprint sensor 104 reads a finger- 
print in a region (a first region) which is large enough to 
cover substantially the entire fingerprint of a finger at 
once, as in the case with the related art. 
[0041 ] More specifically, as shown in Fig. 1 A. the reg- 
istration apparatus 2 further includes an A/D converter 
12, a fingerprint registration circuit 14, an image memory 
16, a CPU (central processing unit) 18, and a program 
memory 20. 

[0042] The A/D converter 12 digitizes the image sig- 



nal of the fingerprint output by the fingerprint sensor 1 04, 
and outputs image data representing a grayscale image 
of the fingerprint. 

[0043] The fingerprint registration circuit 14 is imple- 
5 mented, for example, by an LSI. The fingerprint regis- 
tration circuit 14 generates, based on the image data 
from the A/D converter 12, binary image data which 
serves as registration image data representing a binary 
image of the fingerprint, and stores the registration im- 
10 age data in the image memory 1 6 which is implemented, 
for example, by a rewritable, nonvolatile memory, via a 
bus line 22. 

[0044] The A/D converter 12 and the fingerprint reg- 
istration circuit 1 4 constitute first image data generating 

is means according to the present invention. 

[0045] The program memory 20 includes a RAM (ran- 
dom access memory) and a ROM (read-only memory). 
The CPU 18 fetches a program stored in the ROM via 
the bus line 22, and operates according to the program 

20 using the RAM as required, thereby exercising overall 
control on the registration apparatus 2. 
[0046] A USB (Universal Serial Bus) controller 26 is 
connected to the bus line 22, and it functions as an in- 
terface for connecting the registration apparatus 2 to a 

25 computer 24 (shown in Fig. 2) via a USB cable 28. The 
computer 24 may be, for example, a personal computer. 
[0047] The CPU 1 8, together with the USB controller 
26, constitutes data output means according to the 
present invention, and it outputs the registration image 

30 data stored in the image memory 1 6 to the computer 24 
via the bus line 22, the USB controller 26, and the USB 
cable 28. 

[0048] The identification apparatus 4 is constructed 
similarly to the registration apparatus 2, but the finger- 

35 print sensor 104 and the fingerprint registration circuit 
14 are replaced with a fingerprint sensor 30 and a fin- 
gerprint identification circuit 32. In Fig. 1 B, parts that are 
identical to those in Fig. 1 A are designated by the same 
numbers, and descriptions thereof will be omitted. 

40 [0049] The fingerprint sensor 30 is implemented by a 
semiconductor sensor which detects variation in capac- 
itance due to ridges and valleys of a fingerprint and 
which outputs an electric image signal representing the 
fingerprint, similarly to the fingerprint sensor 1 04; how- 

45 ever, the fingerprint sensor 30 reads a fingerprint in a 
region (a second region) which is smaller than the read- 
ing region for the fingerprint sensor 104, for example, 
on the order of a quarter. Thus, the fingerprint sensor 
30 usually reads only a portion of a fingerprint. 

50 [0050] Furthermore, in the identification apparatus 4, 
the fingerprint identification circuit 32, which is provided 
in place of the fingerprint registration circuit 1 4, is imple- 
mented, for example, by an LSI. The fingerprint identi- 
fication circuit 32, together with the A/D converter 12, 

55 constitutes second image data generating means ac- 
cording to the present invention, and it also constitutes 
image identification means. More specifically, the finger- 
print identification circuit 32 generates, based on the im- 
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age data from the A/D converter 12, binary image data 
which serves as input image data representing a binary 
image of the fingerprint. Furthermore, the fingerprint 
identification circuit 32 compares, by pattern matching, 
the input image data against the registration image data 
of a fingerprint which is received from the registration 
apparatus 2 and stored in the image memory 16 in ad- 
vance, thereby determining whether the fingerprints 
represented by the respective binary image data coin- 
cide with each other. 

[0051] In the identification apparatus 4, the CPU 18 
constitutes data input means together with the USB con- 
troller 26, and it receives the registration image data of 
a fingerprint from the registration apparatus 2 via the 
USB cable 28, and stores the registration image data in 
the image memory 1 6 (storage means according to the 
present invention). 

[0052] In this embodiment, a fingerprint is used as bi- 
ometric information representing a biometric feature of 
an individual user Furthermore, the fingerprint sensor 
1 04 constitutes a first biometric sensor according to the 
present invention and the fingerprint sensor 30 consti- 
tutes a second biometric sensor according to the 
present invention. 

[0053] Next, an operation for registering a fingerprint 
in the fingerprint identification system constructed as 
described above will be described with reference to a 
flowchart shown in Fig. 5. 

[0054] When registering a fingerprint, the registration 
apparatus 2 and the identification apparatus 4 are con- 
nected to the computer 24 via the USB cable 28 (step 
S10), as shown in Fig: 2. 

[0055] Then, a person who is to register his/her fin- 
gerprint places his/her finger on the reading unit 108 of 
the fingerprint sensor 104 in the registration apparatus 
2 (step S12). An operator of the computer 24 performs 
a predetermined operation on the computer 24, request- 
ing the registration apparatus 2 to read the fingerprint 
(stepS14). 

[0056] Thus, the fingerprint sensor 1 04 reads the fin* 
gerprint of substantially the entire finger placed on the 
reading unit 108, and outputs an image signal the fin- 
gerprint (step S1 6). The A/D converter 1 2 (shown in Fig. 
1 A) dagttizes the image signal to output a grayscale im- 
age data (step S1 8). 

[0057] The fingerprint registration circuit 1 4 binarizes 
the grayscale image data received from the A/D con- 
verter 12, thus generating binary image data which 
serves as registration image data of the fingerprint, and 
it stores the registration image data in the image mem- 
ory 1 6 (step S20). The image represented by the regis- 
tration image data stored in the image memory 1 6 is, for 
example, as shown in Fig. 4B. 
[0058] Then, the CPU 18 reads the registration image 
data of the fingerprint from the image memory 16, and 
outputs the registration image data to the computer 24 
via the USB controller 26 and the USB cable 28 (step 
S22). The computer 24 transfers the registration image 



data to the identification apparatus 4 via the USB cable 
28 (step S24). 

[0059] The CPU 18 of the identification apparatus 4 
(shown in Fig. 1 B) receives the registration image data 
5 via the USB cable 28 and the USB controller 26, and 
stores the registration image data in the image memory 
16 (step S26). 

[0060] Next, an operation for identifying a fingerprint 
will be described with reference to a flowchart shown in 
io Fig. 6. 

[0061] When identifying a fingerprint, the identifica- 
tion apparatus 4 is connected to the computer 24 via the 
USB cable 28 (step S30), as shown in Fig. 3. 
[0062] Then, a person who is to input his/her finger- 
's print places his/her finger on a reading unit 301 of the 
fingerprint sensor 30 (step S32). An operator of the com- 
puter 24 performs a predetermined operation on the 
computer 24, requesting the identification apparatus 4 
to read the fingerprint via the computer 24 (step 34). 
20 [0063] Thus, the fingerprint sensor 30 reads the fin- 
gerprint of a part of the finger placed on the reading unit 
301 , outputting an image signal representing the finger- 
print (step S36). The A/D converter digitizes the image 
signal to output grayscale image data (step S38). 
25 [0064] The fingerprint identification circuit 32 binariz- 
es the grayscale image data received from the A/D con- 
verter 21 , thus generating binary image data which 
serves as input image data of the fingerprint (step S40). 
The image represented by the input image data gener- 
30 ated by the fingerprint identification circuit 32 based on 
the data form the A/D converter 12 shows only a part of 
the fingerprint, as shown in Fig. 4A. 
[0065] The fingerprint identification circuit 32 reads 
the registration image data stored in advance in the im- 
35 age memory 16 as described earlier (step S42), and 
compares, by pattern matching, the input image data 
which has been newly generated based on the data from 
the A/D converter 1 2 against the registration image data 
which has been read, thereby determining whether the 
40 fingerprints represented by the respective image data 
coincide with each other on the basis of a particular cri- 
terion (step S44). 

[0066] The input image data represents only a part of 
the fingerprint as described earlier (shown in Fig. 4A), 

45 whereas the registration image data stored in the image 
memory 16 represents substantially the entire finger- 
print (shown in Fig. 4B); accordingly, the fingerprint iden- 
tification circuit 32 performs pattern matching while 
moving the position of the image represented by the in- 

50 put image data over the entire image represented by the 
registration image data. 

[0067] The CPU 18 of the identification apparatus 4 
is notified of the identification result via the bus line 22, 
and the CPU 1 8 notifies the computer 24 of the identifi- 
es cation result via the USB controller 26 and the USB ca- 
ble 28 (step S46). 

[0068] As described above, according to this embod- 
iment, the fingerprint sensor 30 of the identification ap- 
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paratus 4 covers a smaller region and thus input image 
data to be identified is acquired only from the smaller 
region; whereas the fingerprint sensor 1 04 of the regis- 
tration apparatus 2 covers a larger region so that regis- 
tration image data is acquired from the larger region. 
[0069] Thus, even if input image data to be identified 
is acquired only from the smaller region and if the data 
misses the central portion of the fingerprint, the finger- 
print identification circuit 32 constantly compares the re- 
spective image data with accuracy, successfully deter- 
mining whether the fingerprints represented by the re- 
spective image data coincide with each other. 
[0070] Furthermore, since the fingerprint sensor 30 
reads a fingerprint in the smaller region, the fingerprint 
sensor 30 can be implemented at a lower cost with a 
smaller number of elements, serving to reduce cost of 
the identification apparatus 4. Since the identification 
apparatus 4 is owned by each user, reduction in cost 
thereof is extremely advantageous. 
[0071] More specifically, cost of the registration appa- 
ratus 2 remains the same as in the related art since a 
fingerprint sensor with a larger reading region is used, 
and cost of the system as a whole increases because 
the registration apparatus 2 and the identification appa- 
ratus 4 are separately provided. However, since each 
user is not required to own the registration apparatus 2 
individually and is required only to own the identification 
apparatus 4, reduction in cost of the identif ication appa- 
ratus 4 is extremely advantageous. 
[0072] Furthermore, the small fingerprint sensor 30 
can be suitably incorporated in portable electronic ap- 
paratuses such as cellular phones. Thus, for example, 
a cellular phone with a fingerprint identification function, 
which serves as the identification apparatus 4, can be 
readily implemented. 

[0073] Furthermore, owing to the smaller size of the 
fingerprint sensor 30, the identification apparatus 4 can 
be readily implemented in the form of a smart card (IC 
card) (an example of portable item in Claims) with a fin- 
gerprint sensor for identification. Rg. 7 is a diagram 
showing the configuration of an example of a smart card 
(IC card) system in which a smart card (IC card) incor- 
porating such a fingerprint sensor is used. In the system, 
as shown in Fig. 7, a smart card (IC card) 34 incorpo- 
rates a fingerprint sensor 36 which is equivalent to the 
fingerprint sensor 30. The fingerprint sensor 36 reads a 
fingerprint in order to authenticate the user of a card. 
Only if the user is found to be a legitimate user, a com- 
puter 38 is allowed to exchange data with the smart card 
34 via a card reader 40. As opposed to currently used 
smart cards (IC cards) which allow personal authentica- 
tion only by use of a password, the fingerprint identifi- 
cation system according to this embodiment serves to 
implement a highly secure smart card (IC card) system. 
[0074] Furthermore, smart cards (IC cards) easily 
bend, and a large fingerprint sensor is more likely to be 
affected by bending and thus damaged. In contrast, the 
present invention is advantageous in that a fingerprint 



sensor of a smaller size is used. 
[0075] The registration apparatus 2 is typically pre- 
pared by the issuer of the smart card 34, and provided, 
for example, at a registration center together with a card 

5 reader which is also capable of writing, so that when the 
smart card 34 is issued, the fingerprint of the user of the 
smart card 34 is read by the registration apparatus 2 
and registered via the card reader in the smart card 34 
which serves as the registration apparatus 4. 

w [0076] These techniques can be applied to smart 
cards (IC cards) for various applications, such as driving 
licenses, passports, credit cards, etc. 
[0077] Furthermore, obviously, application of the 
present invention is not limited to smart cards (IC cards). 

is For example, since an identification apparatus can be 
readily implemented in a small size, a key to home or 
office, a key of a car, etc. may be implemented as an 
identification apparatus according to the present inven- 
tion. In that case, the key can be implemented with a 

20 wireless interface, and only a legitimate user of the key 
is allowed to use the key based on f ingerprint identifica- 
tion. 

[0078] Although the binary image data generated by 
the registration apparatus 2 is directly output to the iden- 

25 tif ication apparatus 4 via the computer 24 in this embod- 
iment, advantageously, the binary image data may be 
encrypted before being outputto the computer 24, which 
serves to avoid security concerns associated with the 
computer 24 on route. The encryption may be per- 

30 formed based on, for example, a public key encryption 
method. 

[0079] Furthermore, when the binary image data from 
the registration apparatus 2 is stored in the image mem- 
ory 1 6 in the identification apparatus 4, advantageously, 
35 the binary image data may be encrypted before being 
stored in the image memory 1 6, which further enhances 
security. 

[0080] The binary image data generated by the reg- 
istration apparatus 2 need not necessarily be stored in 

40 the image memory 1 6 of the identification apparatus 4 
in advance. Alternatively, the binary image data gener- 
ated by the registration apparatus 2 may be stored in a 
server connected to a communication network or in a 
computer, and transferred to the registration apparatus 

45 2 via the network or from the computer and stored in the 
image memory 1 6 at the time of fingerprint identification. 
[0081] Furthermore, although the binary image data 
of a fingerprint registered in the registration apparatus 
2 is transferred to the identification apparatus 4 via the 

so computer 24 in this embodiment, the registration appa- 
ratus 2 and the identification apparatus 4 may be con- 
nected without a computer, a network, etc. in the middle 
so that the binary image data will be transferred directly. 
In this case, fingerprint information is not passed to any 

55 system other than the registration apparatus 2 and the 
identification apparatus 4. Thus, the f ingerprint informa- 
tion is prevented from being stolen or interpolated, 
which serves to achieve improved security. 
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[0082] Although the registration apparatus 2 is used 
only for registration of a fingerprint in this embodiment, 
advantageously, the registration apparatus 2 may also 
have a fingerprint identification function so that a finger- 
print can also be identified based on data acquired by 
the fingerprint sensor 1 04. 

[0083] Furthermore, although the registration appara- 
tus 2 and the identification apparatus 4 are connected 
by USB, for example, to a computer, the registration ap- 
paratus 2 and the identification apparatus 4 may also 
be connected to a computer, etc. based on, for example, 
RS232C standard. 

[0084] Next, a second embodiment will be described. 
[0085] The second embodiment differs from the first 
embodiment in that when identifying a fingerprint, the 
fingerprint sensor 104 reads a fingerprint a plurality of 
times to acquire a plurality of input image data, so that 
the plurality of input image data are compared against 
registration image data. 

[0086] Accordingly, the image memory 1 6 of the iden- 
tification apparatus 4 is constructed so that a plurality of 
input image data can be stored in addition to registration 
image data. 

[0087] Fig. 8 is a flowchart of an operation for identi- 
fying a fingerprint according to the second embodiment. 
[0088] When identifying a fingerprint, the identifica- 
tio n apparatus 4 is connected to the computer 24 via the 
USB cable 28 (step S130), as shown in Fig. 3. 
[0089] Then, a person who is to input his/her finger- 
print places his/her finger on the reading unit 301 of the 
fingerprint sensor 30 (step S132). An operator of the 
computer 24 performs a predetermined operation on the 
computer 24, requesting the identification apparatus 4 
to read the fingerprint (step S134). 
[0090] Thus, the fingerprint sensor 30 reads the fin- 
gerprint of a part of the finger placed on the reading unit 
301 , outputting an image signal representing the finger- 
print (step S1 36). The A/D converter 1 2 digitizes the im- 
age signal to output gray-scale image data (step S138). 
[0091] The fingerprint identification circuit 32 binari- 
es the grayscale image data received from the A/D con- 
verter 12, thus generating binary image data which 
serves as input image data representing the fingerprint, 
and stores the input image data in the image memory 
1 6 (step S1 40). The image represented by the input im- 
age data shows only a portion of the fingerprint, as 
shown in Fig. 4A, similarly to the first embodiment. 
[0092] The CPU 1 8 determines whether the number 
of input image data stored in the image memory 1 6 has 
reached a predetermined number (e.g., three times in 
this embodiment), i.e., whether the predetermined 
number of input image data has been acquired (step 
S142). 

[0093] If step S142 evaluates to "N", the CPU 18 
transmits to the computer 24 information for prompting 
the user to place his/her finger again on the fingerprint 
sensor 30, whereby the computer 24 prompts the user 
to place his/her finger again, for example, by displaying 



a message (step S144). Then, the process returns to 
step S1 32. the same steps are repeated. 
[0094] On the other hand, if step S142 evaluates to 
"Y", the fingerprint identification circuit 32 reads the reg- 
5 istration image data which has been stored in advance 
in the image memory 1 6 and the plurality of input image 
data, and performs identification by pattern matching 
(step S146). 

[0095] Fig. 9 is an illustration showing images repre- 

10 sented by the registration image data and the plurality 
of input image data stored in the image memory 16. 
[0096] As shown in Fig. 9, with respect to the image 
represented by the registration image data DO, the im- 
ages represented respectively by the plurality (three in 

15 this embodiment) of input image data D1, D2 t and D3 
are located at different positions. This is because the 
position of the finger with respect to the fingerprint sen- 
sor 30 varies each time the finger is placed for the fin- 
gerprint to be read. 

20 [0097] Then, scores of coincidence indicating the re- 
sults of pattern matching between the registration image 
data and each of the input image data are calculated 
(step S1 48), and it is determined whether the total score 
exceeds a predetermined threshold value (step S150). 

25 [0098] The threshold value is set to a value such that 
it is accurately determined that input image data match- 
es registration image data when the total score exceeds 
the threshold value. 

[0099] If step S150 evaluates to "Y", identification 
30 ends in success, if step S150 evaluates to "N", identifi- 
cation ends in failure. 

[0100] The second embodiment achieves the same 
operation and advantages as the first embodiment, and 
in addition, is advantageous in improving accuracy of 
35 fingerprint identification because a plurality of input im- 
age data is compared against registration image data. 
[0101] In the second embodiment, scores indicating 
coincidence between the registration image data and 
each of the input image data are calculated, and it is 
40 determined whether the input image data coincides with 
the registration image data based on whether the total 
score exceeds a predetermined threshold value. Alter- 
natively, whether the input image data coincides with the 
registration image data may be determined by compar- 
es ing each of the scores with a predetermined threshold 
value and based on whether the individual scores ex- 
ceed the threshold value more often than a predeter- 
mined number of times. 

[0102] Next, a third embodiment will be described. 

so [0103] In the third embodiment, an identification ap- 
paratus is implemented in the form of a wristwatch. 
[0104] Fig. 10 is a block diagram showing the con- 
struction of an identification apparatus according to the 
third embodiment. Fig. 11 A is an external view of the 

55 identification apparatus, and Fig. 1 1 B is an external view 
thereof in which a fingerprint sensor is exposed. Fig. 12 
is a diagram showing the configuration of a fingerprint 
identification system according to the third embodiment. 
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Parts that are identical to those in the first embodiment 
are designated by the same numbers. 
[0105] As shown in Figs. 11 A and 11 B, an identifica- 
tion apparatus 50 is implemented in the form of a wrist- 
watch (an example of portable item in Claims). The iden- 
tification apparatus 50 includes a main unit 51 , and a 
timepiece unit 52 which can be opened and dosed by 
a hinge with respect to the top surface of the main unit 
51. 

[0106] When the timepiece unit 52 is closed with re- 
spect to the main unit 51 , the top surface of the main 
unit 51 is covered by the bottom surface of the timepiece 
unit 52 and the timepiece unit 52 faces outward; where- 
as when the timepiece unit 52 is opened with respect to 
the main u nit 51 , the top surface of the main unit51 faces 
outward. 

[0107] On the top surface of the main unit 51 , a fin- 
gerprint sensor 30 and a microphone/speaker 5302 are 
provided. On the bottom surface of the timepiece unit 
52, a display unit 54 implemented by an LCD and an 
operation unit 55 having operation buttons are provided. 
[0108] As shown in Fig. 10, the identification appara- 
tus 50 includes an A/D converter 12, an image memory 
16, a CPU 18, a program memory 20, the fingerprint 
sensor 30, and a fingerprint identification circuit 32, 
which are similar to the first embodiment and whose de- 
scriptions will be omitted. 

[0109] The identification apparatus 50, in addition to 
the above construction, includes the timepiece unit 52, 
the display unit 54, the operation unit 55, and further- 
more, a phone unit 53 and a non-contact interface 56. 
[0110] The timepiece unit 52 shows time. The display 
unit 54 is controlled by the CPU 1 8 so as to display char- 
acters, symbols, etc. 

[0111] The phone unit 53 includes the microphone/ 
speaker 5302. and has functionality equivalent to that 
of a cellular phone. 

[01 1 2] The operation unit 55 is used to perform oper- 
ations required in operation of the identification appara- 
tus SO. 

[0113] The non-contact interface 56 serves to ex- 
change information using, for example, infrared signals 
or radio signals, bilaterally with a non-contact interface 
62 provided in a computer 60 which is equivalent to the 
computer 24 in the first embodiment. 
[0114] In this embodiment, the CPU 18 operates 
based on programs stored in the program memory 20 
so that the display unit 54, the operation unit 55, a mem- 
ory which is not shown, etc. cooperate to function, for 
example, as an electronic notebook or a PDA. 
[0115] Next, the operation of a fingerprint identifica- 
tion system using the identification apparatus 50 will be 
described with reference to a flowchart shown in Fig. 13. 
[01 1 6] When registering a fingerprint, the registration 
apparatus 2 is connected to the computer 60 via the 
USB cable 28, and the identification apparatus 50 is al- 
lowed to communicate with the computer 60 via the non- 
contact interface 56 and the non-contact interface 62 



(step S210), as shown in Fig. 12. 
[0117] Then, in the registration apparatus 2, a person 
who is to register his/her fingerprint places his/her finger 
on the reading unit 108 of the fingerprint sensor 104 
5 (step S212). An operator of the computer 60 performs 
a predetermined operation on the computer 60, request- 
ing the registration apparatus 2 to read the fingerprint 
(stepS214). 

[01 18] Thus, the fingerprint sensor 1 04 reads the f in- 
fo gerprint of substantially the entire finger placed on the 
reading unit 108, and outputs an image signal repre- 
senting the fingerprint (step S216). The A/D converter 
12(shown in Fig. 1 A) digitizes the image signal to output 
grayscale image data (step S21 8). 
15 [0119] The fingerprint registration circuit 14 binarizes 
the grayscale image data received from the A/D con- 
verter 12, thus generating binary image data which 
serves as registration image data of the fingerprint, and 
stores the registration image data in the image memory 
20 1 6 (step S220). The image represented by the registra- 
tion image data stored in the image memory 16 is, for 
example, as shown in Fig. 4B. 
[01 20] Then , the CPU 1 8 reads the registration image 
data of the fingerprint from the image memory 16 and 
25 outputs the registration image data to the computer 60 
via the USB controller 26 and the USB cable 28 (step 
S222). The computer 60 transfers the registration image 
data to the identification apparatus 50 via the non-con- 
tact interface 62 and the non-contact interface 56 (step 
30 S224). 

[01 21 ] The CPU 1 8 of the identification apparatus 50 
receives the registration image data via the non-contact 
interface 62 and the non-contact interface 56 and stores 
the registration image data in the image memory 16 
35 (step S226). 

[0122] Next, an operation for identifying a fingerprint 
will be described with reference to a flowchart shown in 
Fig. 14. 

[0123] When identifying a fingerprint, the identifica- 
40 tion apparatus 50 is allowed to communicate with the 
computer 60 via the non-contact interface 56 and the 
non-contact interface 62 (step S230), as shown in Fig. 3. 
[0124] Then, a person who is to input his/her finger- 
print places his/her finger on the reading unit 301 of the 
45 fingerprint sensor 30 (step S232). An operator of the 
computer 60 performs a predetermined operation on the 
computer 60, requesting the identification apparatus 4 
to read the fingerprint (step S234). 
[0125] Thus, the fingerprint sensor 30 reads the fin- 
50 gerprint of a portion of the finger placed on the reading 
unit 301 , outputting an image signal representing the fin- 
gerprint (step S236). The A/D converter 12 digitizes the 
image signal to output grayscale image data (step 
S238). 

55 [0126] The fingerprint identification circuit 32 binariz- 
es the grayscale image data received from the A/D con- 
verter 12, thus generating binary image data which 
serves as input image data of the fingerprint (step 
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S240). The image represented by the input image data 
generated by the fingerprint identification circuit 32 
based on the data from the A/D converter 1 2 showe only 
a portion of the fingerprint, as shown in Fig. 4A. 
[0127] The fingerprint identification circuit 32 reads 
the registration image data which has been stored in the 
image memory 1 6 as described earlier (step S242). The 
fingerprint identification circuit 32 then compares, by 
pattern matching, the input image data which has been 
newly generated based on the data from the A/D con- 
verter 12 against the registration image data which has 
been read, thereby determining whetherthe fingerprints 
represented by the respective image data coincide with 
each other on the basis of a predetermined criterion 
(step S244). 

[01 28] The input image data represents only a portion 
of the fingerprint as described earlier (shown in Fig. 4A), 
whereas the registration image data stored in the image 
memory 1 6 represents substantially the entire finger- 
print (shown in Fig. 4B); thus, the fingerprint identifica- 
tion circuit 32 performs pattern matching while moving 
the position of the image represented by the input image 
data over the entire image represented by the registra- 
tion image data. 

[0129] The CPU 1 8 is notified of the identification re- 
sult via the bus line 22, and the CPU 1 8 notifies the com- 
puter 60 of the identification result via the non-contact 
interface 56 and the non-contact interface 60 (step 
S246). 

[0130] According to the third embodiment described 
above, the same operation and advantages are 
achieved. In addition, the identification apparatus is im- 
plemented in the form of a wristwatch, which can be con- 
stantly carried; thus, the identification apparatus is small 
in size and portable, readily allowing fingerprint identifi- 
cation anytime and anywhere. This serves to improve 
convenience of personal authentication. Furthermore, 
the reduced size of the identification apparatus advan- 
tageously serves to reduce cost. 
[0131] Furthermore, comparison of the input image 
data against the registration image data may be per- 
formed in a manner similar to the second embodiment. 
[01 32] Furthermore, similarly to the first embodiment, 
the registration image data generated by the registration 
apparatus 2 may be encrypted before being output to 
the computer 60, and in the identification apparatus 50, 
the registration image data may be encrypted before be- 
ing stored in the image memory 1 6, which serves to en- 
hance security. 

[0133] Furthermore, although the computer 60 is 
used as an apparatus for forwarding the result of iden- 
tification by the identification apparatus 50 in the third 
embodiment, the present invention may be applied to 
various cases where fingerprint identification is re- 
quired, including the following examples: 

1) In a locking system for locking a door to home, 
the door is unlocked based on the result of finger- 



print identification by the identification apparatus 
50. 

2) In a television broadcast which allows bilateral 
communications or in a system for stock trading 

5 overthe Internet, confirmation of stocktrades is per- 
formed based on the result of fingerprint identifica- 
tion by the identification apparatus 50. 

3) In a system for controlling a private car, the door 
is unlocked and the engine is started based on the 

10 result of fingerprint identification by the identifica- 
tion apparatus 50. 

4) When accessing an office LAN from a terminal 
apparatus such as a notebook computer, access to 
the LAN is permitted based on the result of finger- 

15 print identification by the identification apparatus 
50. 

5) In an office time recorder, arrival time is recorded 
based on the result of fingerprint identification by 
the identification apparatus 50. 

20 6) When activating an office computer, activation of 
the computer is permitted based on the result of fin- 
gerprint identification by the identification apparatus 
50. 

7) In a system for filing or approving documents, 
25 documents are filed or approved based on the result 

of fingerprint identification by the identification ap- 
paratus 50. 

8) When shopping on a credit card, transaction is 
settled based on the result of fingerprint identif ica- 

30 tion by the identification apparatus 50. 

9) In a system for reserving ticketsfor entertainment 
events such as concerts, reservation is made based 
on the result of fingerprint identification by the iden- 
tification apparatus 50. 

35 

[0134] Furthermore, an identification apparatus ac- 
cording to the present invention may be incorporated in 
a telephone card, a credit card, a cash card, a card to 
be used in ATM of a bank, a ticket or commutation ticket 
40 for various public transportation services, a passport, a 
driving license, an insurance card, etc. as well as in a 
smart card (IC card) and a wristwatch as described ear- 
lier. 

[01 35] In the embodiments described above, the reg- 
45 istration apparatus and the identification apparatus are 
connected to a computer via USB cables; however, al- 
ternatively, the connection may be formed using other 
types of wires or by wireless, with any type of suitable 
interfaces. 

so [0136] Furthermore, although image data is trans- 
ferred from the registration apparatus to the identifica- 
tion apparatus via a computer, the registration appara- 
tus and the identification apparatus may be directly con- 
nected without a computer in the middle so that image 

55 data will be directly transferred. 

[0137] The fingerprint sensor is not limited to the type 
which detects capacitance, and may be, for example, 
an optical type using CCD. When an optical fingerprint 
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sensor is used, an identification apparatus can be read- 
ily incorporated in various portable items mentioned ear- 
lier by reducing the size of the optical system so that 
fingerprint identification is allowed whenever required, 
similarly to the embodiments described above in which 5 
the size of the fingerprint sensor in the identification ap- 
paratus is reduced. Furthermore, cost can be reduced 
by using a CMOS sensor with a smaller number of ele- 
ments as the fingerprint sensor of the identification ap- 
paratus. 10 
[0138] In the embodiments described above, finger- 
print is used as information relating to biometric features 
of an individual user, i.e., biometric information which 
can be read from the body of the user; however, as an 
alternative to fingerprint, for example, retina or iris may « 
be used as biometric information. 
[01 39] When retina is used, a pattern of blood vessels 
which appear on retina at the back of an eye is read. Iris 
is thin-film tissue for coordinating contraction and ex- 
pansion of pupil of an eye, whose pattern is unique to 20 
each individual. The pattern becomes stable in two 
years after birth, and then remains unchanged over 
one's lifetime. Furthermore, iris is so complex that it dif- 
fers among people who share the same relevant genes. 
[01 40] A biometric sensor for reading biometric infor- 25 2. 
mation can be implemented by a known type. For ex- 
ample, as a biometric sensor for reading retina, the type 
which irradiates retina with light from outside, such as a 
fundus photography apparatus, can be used. 
[0141] When biometric information is used as de- 30 
scribed above, a biometric identification apparatus can 
be implemented similarly to the embodiments described 
above, achieving the same operation and advantages. 
[0142] In so far as the embodiments of the invention 
described above are implemented, at least in part, using 35 
software-controlled data processing apparatus, it will be 
appreciated that a computer program providing such 
software control and a transmission, storage or other 
medium by which such a computer program is provided 
are envisaged as aspects of the present invention. *o 



Claims 

1 . A fingerprint identification system comprising a reg- 45 
istration apparatus and an identification apparatus, 3. 
said registration apparatus comprising: 

afirst fingerprint sensorfor reading afingerprint 
in a first region of a human finger to output an so 
image signal representing an image of the fin- 
gerprint; 

first image data generating means for generat- 4. 
ing image data of the fingerprint based on the 
image signal output from said first fingerprint 55 
sensor; and 

data output means for outputting the image da- 
ta generated by said first image data generating 



means; 

said Identification apparatus comprising: 

data input means for receiving the image 
data output from said data output means; 
storage means for storing the image data 
received by said data input means; 
a second fingerprint sensor for reading a 
fingerprint in a second region of a human 
finger, which is smaller than said first re- 
gion, to output an image signal represent- 
ing an image of the fingerprint; 
second image data generating means for 
generating image data of the fingerprint 
based on the image signal output from said 
second fingerprint sensor, and 
image identification means for comparing 
the image data generated by said second 
image data generating means against the 
image data stored in said storage means 
to determine whether the fingerprints rep- 
resented by the respective image data co- 
incide with each other. 

Afingerprint identification apparatus comprising: 

storage means for storing image data repre- 
senting an image of a fingerprint in a first region 
of a human finger; 

a fingerprint sensor for reading a fingerprint in 
a second region of a human finger, which is 
smaller than said first region, to output an im- 
age signal representing an image of the finger- 
print; 

image data generating means for generating 
image data of the fingerprint based on the im- 
age signal output from said fingerprint sensor; 
and 

image identification means for comparing the 
image data generated by said image data gen- 
erating means against the image data stored in 
said storage means to determine whether the 
fingerprints represented by the respective im- 
age data coincide with each other. 

A fingerprint identification apparatus according to 
Claim 2, wherein said fingerprint sensor generates 
the image signal by detecting variation in capaci- 
tance due to ridges and valleys of the fingerprint 
when the finger is placed on a fingerprint reading 
unit. 

A fingerprint identification apparatus according to 
Claim 2, wherein said image data generating means 
generates image data representing a binary image 
of the fingerprint based on the image signal output 
from said fingerprint sensor. 
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5. A fingerprint identification apparatus according to 
Claim 2, wherein said image identification means 
compares the image data generated by said image 
data generating means against the image data 
stored in said storage means by pattern matching 
to determine whether the fingerprints represented 
by the respective image data coincide with each 
other. 

6. A fingerprint identification apparatus according to 
Claim 2, wherein said fingerprint sensor reads the 
f ingerprint a plurality of times with the finger placed 
at different positions with respect to said fingerprint 
sensor so that said image data generating means 
generates a plurality of image data of the fingerprint, 
and said image identification means compares 
each of the plurality of image data generated by said 
image data generating means against the image 
data stored in said storage means to calculate 
scores each indicating the degree of coincidence 
between the respective image data, thereby deter- 
mining whether the fingerprints represented by the 
respective image data coincide with each other 
based on the scores. 

7. A fingerprint identification apparatus according to 
Claim 6, wherein said image identification means 
determines coincidence based on a comparison of 
the total of the scores with a predetermined thresh- 
old value. 

8. A fingerprint identification apparatus according to 
Claim 6, wherein said image identification means 
determines coincidence based on individual com- 
parisons of each of the scores with a predetermined 
threshold value. 

9. A fingerprint identification apparatus according to 
Claim 2, wherein said fingerprint identification ap- 
paratus is incorporated in a portable item. 

10. A fingerprint identification apparatus according to 
Claim 9, wherein said portable item comprises a 
wristwatch or a smart card (IC card). 

1 1 . A fingerprint identif ication method comprising a reg- 
istration apparatus controlling step and an identifi- 
cation apparatus controlling step, 

said registration apparatus controlling step 
comprising: 

a first image signal output step for reading a fin- 
gerprint in a first region of a human finger by a 
first fingerprint sensorto output an image signal 
representing an image of the fingerprint; 
a first image data generating step for generat- 
ing image data of the fingerprint based on the 
image signal output in said first image signal 



output step; and 

a data output step for outputting the image data 
generated in said first image data generating 
step; 

5 said identification apparatus controlling step 

comprising: 

a data input step for receiving the image 
data output in said data output step; 
10 a storing step for storing the image data re- 

ceived in said data input step in storage 
means; 

a second image signal output step for read- 
ing a fingerprint in a second region of a hu- 

15 man finger, which is smaller than said first 

region, by a second fingerprint sensor to 
output an image signal representing an im- 
age of the fingerprint; 
a second image data generating step for 

20 generating image data of the fingerprint 

based on the image signal output in said 
second image signal output step; and 
an image identification step for comparing 
the image data generated in said second 

25 image data generating step against the im- 

age data stored in said storage means to 
determine whether the fingerprints repre- 
sented by the respective image data coin- 
cide with each other. 

30 

12. A fingerprint identification method comprising: 

a storing step for storing in storage means im- 
age data representing an image of a f ingerprint 

35 in a first region of a human finger; 

an image signal output step for reading a fin- 
gerprint in a second region of a human finger, 
which is smaller than said first region, by a fin- 
gerprint sensorto output an image signal rep- 

40 resenting an image of the fingerprint; 

an image data generating step for generating 
image data of the fingerprint based on the im- 
age signal output in said image signal output 
step; and 

45 an image identification step for comparing the 

image data generated in said image data gen- 
erating step against the image data stored in 
said storage means to determine whether the 
fingerprints represented by the respective im- 

50 age data coincide with each other. 

13. A fingerprint identification method according to 
Claim 12, wherein the fingerprint is read in said im- 
age signal output step a plurality of times with the 

55 finger placed at different positions with respect to 
said fingerprint sensor so that a plurality of image 
data of the fingerprint is generated in said image 
data generating step, and in said image identifica- 
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tion step, each of the plurality of Image data gener- 
ated in said image data generating step is com- 
pared against the image data stored in said storage 
means to calculate scores each indicating the de- 
gree of coincidence between the respective image 
data, thereby determining whether the fingerprints 
represented by the respective image data coincide 
with each other based on the soores. 

14. A biometric identification apparatus comprising: 

storage means for storing image data repre- 
senting an image of biometric information in a 
first region of a human body; 
a biometric sensor for reading biometric infor- 
mation in a second region of a human body, 
which is smaller than said first region, to output 
an image signal representing an image of the 
biometric information; 

image data generating means for generating 
image data of the biometric information based 
on the image signal output from said biometric 
sensor; and 

image identification means for comparing the 
image data generated by said image data gen- 
erating means against the image data stored in 
said storage means to determine whether the 
biometric information represented by the re- 
spective image data coincide with each other. 

15. A biometric identification apparatus according to 
Claim 14, wherein said image data generating 
means generates image data representing a binary 
image of the biometric information based on the im- 
age signal output from said biometric sensor. 



whether the biometric information represented by 
the respective image data coincide with each other 
based on the scores. 

5 18. A biometric identification apparatus according to 
Claim 17, wherein said image identification means 
determines coincidence based on a comparison of 
the total of the scores with a predetermined thresh- 
old value. 

10 

19. A biometric identification apparatus according to 
Claim 17, wherein said image identification means 
determines coincidence based on individual com- 
parisons of each of the scores with a predetermined 

is threshold value. 

20. A biometric identification apparatus according to 
Claim 14, wherein said biometric identification ap- 
paratus is incorporated in a portable item. 

20 

21. A biometric identification apparatus according to 
Claim 20, wherein said portable item comprises a 
wristwatch or a smart card (IC card). 

25 



30 



35 



16. A biometric identification apparatus according to 
Claim 14, wherein said image identification means 
compares the image data generated by said image 
data generating means against the image data *o 
stored in said storage means by pattern matching 

to determine whether the biometric information rep- 
resented by the respective image data coincide with 
each other. 

45 

17. A biometric identification apparatus according to 
Claim 14, wherein said biometric sensor reads the 
biometric information a plurality of times with the rel- 
evant part of the human body placed at different po- 
sitions with respect to said biometric sensor so that so 
said image data generating means generates a plu- 
rality of image data of the biometric information, and 
said image identification means compares each of 
the plurality of image data generated by said image 
data generating means against the image data ss 
stored in said storage means to calculate scores 
each indicating the degree of coincidence between 

the respective image data, thereby determining 
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